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Why patch?
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Why is patching painful?

= Testing required

= Can break things

= Canintroduce more bugs
= Downtime!




Oracle Patch Delivery Methods

= Security Patch Update (SPU)
* Patch Set Update (PSU)

= Bundle Patch (BP)

= |nterim Patches (IP)

Functional regression tests for the Complete set of functional regression tests
specific area of database functionality (tests all areas of database functionality).
Functional affected by the patch.
| Verification that the fix addresses the
‘ known symptoms of the bug issue.
Stress| None. Subset of stress tests based on patch content.

Performance| None. Workload based performance regression testing.

| Install testing in unpatched environment. Install testing in clean environment.
Otherz Installation using EM CC patching. “Upgrading” from previous PSU, SPU, bundies.
L

| | Installation using EM CC patching.




Patching strategy

» Apply newest available Patch Set Update (PSU)
= Apply Interim Patches for known issues

install / Rollback| Yes ’

Bug Fix Verification Where possible and relevant

Admin Activities | Not required | Basic | Basic

R =S Not required ’ Core applications only l Core and non-core
applications

Not required

Application Functlon‘

~ Application Performance| Not required [ Not required




PSU schedule

Released on the Tuesday closest to the 17th day of
January, April, July and October

= 20 January 2015
= 14 April 2015
-[14Ju|y 2015]

= 20 October 2015
= 19 January 2016
= 19 April 2016




Recommended Patches:PSU

MOS Note 756671.1

12.1.0.2 Current Recommended Patches

Patch Set Updates
R Rolling Patch
Document | Description RAC Download
Note:21150768.8 Combo of 12.1.0.2.4 OJVM PSU and 12.1.0.2.4 DB PSU Part Patch:21150768
|(Jul 2015)
> ||Oracle JavaVM Component 12.1.0.2.4 Database PSU
the.,210,68507.8l (Jul 2015) (OJVM PSU) Patch 21068507

Note:20831110.8 Fléul)o .2.4 (Jul 2015) Database Patch Set Update (DB Yes Patch:20831110

Grid Infrastructure
e . Rolling Patch
Document Description RAC Download
Note:21150782.8 Combo of 12.1.0.2.4 OJVM PSU and 12.1.0.2.4 GI PSU Part Patch:21150782
SEEEEE(Jul 2015)
. 112.1.0.2.4 (Jul 2015) Grid Infrastructure Patch Set
!\_I_g;e.20996835.8' Update (GI PSU) Yes Patch:20996835
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Recommended Patches:Optimizer

4 Bugs Fixed

Document 19855835.8 Upgrade slow when reorganizing large
stats history tables

Patch 19855835 for 12.1.0.2.0 NB: Only applicable for upgrades from 11.2.0.3 or

below. Apply before running the 12.1.0.2 upgrade
script. There is no benefit to applying it later on.

Document 20476175.8 High VERSION_COUNT (in V$SQLAREA)

for query with OPT_PARAM('_fix_control') hint

Patch 21386421 for 12.1.0.2.0

Patch 21091518 for 12.1.0.2.0

Minimal Downtime Patching

Document 20807398.8 ORA-600 [kgl-hash-collision] with fix to
bug 20465582 installed

Document 21091518.8 Extend fix of bug 18304693 to Partition
Views

MOS Note 2034610.1 (12.1.0.2)
MOS Note 1645862.1 (11.2.0.4)
MOS Note 1392633.1(11.2.0.3)
MOS Note 1320966.1 (11.2.0.2)
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Recommended Patches:0GG

11.2.0.4 PSU level
11.2.0.4.7

11.2.0.4.6

11.2.0.4.5

11.2.0.4.3

Minimal Downtime Patching

OGG RDBMS Patch ID

Patch:21360686

Patch:21417957

Patch:20593645

Patch:20409915

Enrique Orbegozo

MOS Note 1557031.1

MERGE REQUEST ON TOP
OF DATABASE PSU
11.2.0.4.7 FOR BUGS
2990912 14705949

MERGE REQUEST ON TOP
OF DATABASE PSU
11.2.0.4.6 FOR BUGS
16674686 17031322

MERGE REQUEST ON TOP
OF DATABASE PSU
11.2.0.4.5 FOR BUGS
17201159 17208934

MERGE REQUEST ON TOP
OF DATABASE PSU
11.2.0.4.3 FOR BUGS
15913355 16194160
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More Recommended Patches

= Recommended Bundle for AIX 11.2.0.4. with Critical
Fixes (Doc ID 2022567.1)

= Things to Consider to avoid RDBMS Performance
problems on Sparc platforms for 11.2.0.3 and
11.2.0.4 (Doc ID 1680269.1)

= Bug Issues Known to Affect the Shared Pool (Doc ID
102305.1)

= Checklist For Slow Performance Of DataPump
Export (expdp) And Import (impdp) (Doc ID



Need new patches?

Release Patching Ends
Notes and Exceptions*

31-Jan-2018

11.2.0.3 27-Aug -2015

Minimal Downtime Patching

The patching end date for 12.1.0.1 (all editions) will
be extended 6 months from the date when 12.1.0.2
for Standard Edition customers is released.

HP-UX Itanium: Patching ends Dec 2020.
Beginning Feb 1, 2018, Sev 1 fixes only (no PSU or

All other platforms: Extended Support required
starting 1-Feb-2016.

HP-UX Itanium - Patching ends Dec 2015.
Beginning Sep 1, 2015 Sev 1 fixes only (no PSU or
CPU will be produced).

Extended Support required starting 1-Sep-2012

All platforms - standard Extended Support
ended 31-Jul-2013. After that, Limited Extended
Support is available from Aug 2013 through July
2015, Sev 1 fixes only (no PSU or SPU will be
produced). See Oracle Software Technical Support
Policies.
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OPatch myp—
Simple Search | | Advanced Search | |Quick Links | | Saved Searches

Description OPatch patch of version 12.1.0.1.8 for Oracle
software releases 12.1.0.x (JUL 2015)
Product Universal Installer

Select a Release Oracle 12.1.0.1.0 T

Platform or Language [i) Linux x86-64

Last Updated 07-JUL-2015

Size 50M (52853599 bytes)
Entitlement Class [i)  Software

Classification [i) General

Download | | View Readme | |View Digest

mv p6880880 121010 Linux-x86-64.zip $ORACLE_HOME
cd $ORACLE_HOME
mv OPatch OPatch OLD

unzip p6880880 121010 Linux-x86-64.zip
$ORACLE_HOME/OPatch/opatch version

Minimal Downtime Patching Enrique Orbegozo e-DBA.biz

14



Parallel
How to apply a patch? Rt

Cluster Cluster

PSU

PSU




How to apply a patch? EE&iSill

Cluster Cluster Cluster Cluster Cluster
node1l | node1l | node1l | node1l |




How to apply a patch?

In-Place
.- Patching
12.1.0.1.4

node 1 | node 1

OraGl12Homel OraGl12Homel
12.1.0.1.0 12.1.0.1.0




How to apply a patch?

PSU
12.1.0.1.4

[r———

OraGl12Homel > (?’\ _ 5 | OraGl12Home2
12.1.0.1.0 12.1.0.1.0

OraGl12Home1l OraGl12Home2 Out-of-Place

12.1.0.1.0 12.1.0.1.4

Patching




Rolling out-of-place patching

Copy software (Gl)
Unlock new home (GlI)
Clone new home (Gl)
Apply PSU -manual (Gl)
Copy software (DB)

Clone new home (DB)
Apply PSU -manual (DB)

N v opow oo




Rolling out-of-place patching

9. First node: stop databases (downtime starts)
10. Switch Grid Infrastructure homes

11. Start databases in new home

12. Repeat steps 9-11 on each node

Patched
Cluster !l



Next patching?




Golden Image

OraGl12Homel OraGl12Home?2
12.1.0.1.0 12.1.0.1.4

v'  Extend Cluster
v"  Create New

Cluster

OraGl12Homel OraGl12Home?2
12.1.0.1.0 12.1.0.1.4




Conclusions

Pros:

= Patching performed during daytime hours
= Time to investigate issues

= Rollback by just switching to old home

= Downtime restricted to restart services
Cons:

= More effort




Recommendations

» Apply latest PSU and recommended patches
= Create software filesystem with extra space
» Use VMs to test the patching procedures

» Create Golden Images library

= Use oplan for exact procedure (MOS Note
1306814.1)

= Don't forget:

= There will not be more patches for versions < 11.2.0.4

O




Thank You!
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¢Como mover ocr y vdisk a nuevo disk array?

=

Message Insert Options Format Text Add.Ins

This message has not been sent,

‘ To... enrique.orbegozo@e-dba.biz;

‘ Cc...
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