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Agenda	
  

§  Some	
  theory	
  
§  Recommended	
  patches	
  
§  Patching	
  methods	
  
§  Minimal	
  downtime	
  patching	
  
§  Conclusions	
  &	
  recommendations	
  
§  Q&A	
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Why	
  patch?	
  	
  

To	
  correct	
  bugs!	
  
§  Performance	
  
§  Security	
  
§  Stability	
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Why	
  is	
  patching	
  painful?	
  

§  Testing	
  required	
  
§  Can	
  break	
  things	
  
§  Can	
  introduce	
  more	
  bugs	
  
§  Downtime!	
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Oracle	
  Patch	
  Delivery	
  Methods	
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§  Security	
  Patch	
  Update	
  (SPU)	
  
§  Patch	
  Set	
  Update	
  (PSU)	
  
§  Bundle	
  Patch	
  (BP)	
  
§  Interim	
  Patches	
  (IP)	
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Patching	
  strategy	
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§  Apply	
  newest	
  available	
  Patch	
  Set	
  Update	
  (PSU)	
  
§  Apply	
  Interim	
  Patches	
  for	
  known	
  issues	
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PSU	
  schedule	
  

Released	
  on	
  the	
  Tuesday	
  closest	
  to	
  the	
  17th	
  day	
  of	
  
January,	
  April,	
  July	
  and	
  October	
  
§  20	
  January	
  2015	
  
§  14	
  April	
  2015	
  
§  14	
  July	
  2015	
  
§  20	
  October	
  2015	
  
§  19	
  January	
  2016	
  
§  19	
  April	
  2016	
  
§  19	
  July	
  2016	
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Recommended	
  Patches:PSU	
  

MOS	
  Note	
  756671.1	
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Recommended	
  Patches:Optimizer	
  

MOS	
  Note	
  2034610.1	
  (12.1.0.2)	
  
MOS	
  Note	
  1645862.1	
  (11.2.0.4)	
  
MOS	
  Note	
  1392633.1	
  (11.2.0.3)	
  
MOS	
  Note	
  1320966.1	
  (11.2.0.2)	
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Recommended	
  Patches:OGG	
  

MOS	
  Note	
  1557031.1	
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More	
  Recommended	
  Patches	
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§  Recommended	
  Bundle	
  for	
  AIX	
  11.2.0.4.	
  with	
  Critical	
  
Fixes	
  (Doc	
  ID	
  2022567.1)	
  

§  Things	
  to	
  Consider	
  to	
  avoid	
  RDBMS	
  Performance	
  
problems	
  on	
  Sparc	
  platforms	
  for	
  11.2.0.3	
  and	
  
11.2.0.4	
  (Doc	
  ID	
  1680269.1)	
  

§  Bug	
  Issues	
  Known	
  to	
  Affect	
  the	
  Shared	
  Pool	
  (Doc	
  ID	
  
102305.1)	
  

§  Checklist	
  For	
  Slow	
  Performance	
  Of	
  DataPump	
  
Export	
  (expdp)	
  And	
  Import	
  (impdp)	
  (Doc	
  ID	
  
453895.1)	
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Need	
  new	
  patches?	
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OPatch	
  

%	
  mv	
  p6880880_121010_Linux-­‐x86-­‐64.zip	
  $ORACLE_HOME	
  
%	
  cd	
  $ORACLE_HOME	
  
%	
  mv	
  OPatch	
  OPatch_OLD	
  
%	
  unzip	
  p6880880_121010_Linux-­‐x86-­‐64.zip	
  
%	
  $ORACLE_HOME/OPatch/opatch	
  version	
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How	
  to	
  apply	
  a	
  patch?	
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Parallel	
  	
  
Patching	
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How	
  to	
  apply	
  a	
  patch?	
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How	
  to	
  apply	
  a	
  patch?	
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OraGI12Home1
12.1.0.1.0
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12.1.0.1.4

node 1
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In-­‐Place	
  
Patching	
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How	
  to	
  apply	
  a	
  patch?	
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OraGI12Home2
12.1.0.1.0

PSU
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Out-­‐of-­‐Place	
  
Patching	
  



Instalación	
  de	
  Grid	
  Control	
   2	
  -­‐	
  19	
  

1.  Copy	
  software	
  (GI)	
  
2.  Unlock	
  new	
  home	
  (GI)	
  
3.  Clone	
  new	
  home	
  (GI)	
  
4.  Apply	
  PSU	
  -­‐manual	
  (GI)	
  
5.  Copy	
  software	
  (DB)	
  
6.  Clone	
  new	
  home	
  (DB)	
  
7.  Apply	
  PSU	
  -­‐manual	
  (DB)	
  
8.  Repeat	
  steps	
  1-­‐7	
  on	
  each	
  node	
  

Rolling	
  out-­‐of-­‐place	
  patching	
  



Instalación	
  de	
  Grid	
  Control	
   2	
  -­‐	
  20	
  

9.  First	
  node:	
  stop	
  databases	
  (downtime	
  starts)	
  
10. Switch	
  Grid	
  Infrastructure	
  homes	
  
11.  Start	
  databases	
  in	
  new	
  home	
  
12. Repeat	
  steps	
  9-­‐11	
  on	
  each	
  node	
  

Rolling	
  out-­‐of-­‐place	
  patching	
  

Patched	
  
Cluster	
  !!!	
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Next	
  patching?	
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OraGI12Home2
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OraGI12Home1
12.1.0.1.0

PSU
12.1.0.1.5
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Golden	
  Image	
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node 1

OraGI12Home2
12.1.0.1.4

OraGI12Home1
12.1.0.1.0

OraGI12Home1
12.1.0.1.0

node 2

OraGI12Home2
12.1.0.1.4

ü  Extend	
  Cluster	
  
ü  Create	
  New	
  

Cluster	
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Conclusions	
  

Pros:	
  
§  Patching	
  performed	
  during	
  daytime	
  hours	
  
§  Time	
  to	
  investigate	
  issues	
  
§  Rollback	
  by	
  just	
  switching	
  to	
  old	
  home	
  
§  Downtime	
  restricted	
  to	
  restart	
  services	
  
Cons:	
  
§  More	
  effort	
  
§  Additional	
  disk	
  space	
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Recommendations	
  
§  Apply	
  latest	
  PSU	
  and	
  recommended	
  patches	
  
§  Create	
  software	
  filesystem	
  with	
  extra	
  space	
  
§  Use	
  VMs	
  to	
  test	
  the	
  patching	
  procedures	
  
§  Create	
  Golden	
  Images	
  library	
  
§  Use	
  oplan	
  for	
  exact	
  procedure	
  (MOS	
  Note	
  

1306814.1)	
  
§  Don't	
  forget:	
  

ú  There	
  will	
  not	
  be	
  more	
  patches	
  for	
  versions	
  <	
  11.2.0.4	
  
ú  Upgrade	
  to	
  12.1.0.2	
  or	
  11.2.0.4	
  to	
  get	
  access	
  to	
  new	
  

patches	
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Thank	
  You!	
  


