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Information Security Has Changed




Hacking Steps

Preparation Phase

» Targeting + Detailed plannings . Attack
+ Information collection + Risk analysis - Backdoor installation
+ Social engeneering = Staffing - Track cleaning
+ Social networking - Alternative plans
» Underground scene consolidation - Methodes
« Technics

« Choose precautions
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observation




OFFICIAL STATISTICS
from Secret Service Germany

Dramatical increas of the computer crime
since the last 12 years (professionalism)

Bigest damage by insiders (sabotage, spying,
Information selling)

Typical Hacker is male and over 21;
BUT starts with 14 !!




COMPUTER CRIME DEVELOPMENT
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SOME SHORT FACTS

of all Databases are compromised over the

of the damage is caused by

of all professional hacks are only

of all “standard hacks” are made




HIGH SCORE LIST

Windows XP SP2
Windows Vista
Windows NT4.0 WKST, SP4

Windows 2003 Server

Linux Kernel 2.6.

Sun Solaris 5.9 with rootkit




2007/2008 SHOPPING LIST

Windows Vista Exploit (4000$ for WMF Exploit in Dec2005)

per ebay-Account
medium size BOT network

unknown security holes in well known applications

per 1000 BOT clients / week




CRISIS SHOPPING LIST 2009

Destruction of competitor image

Full internal competitor database

per credit card account (+sec code + valid date)

medium size BOT network (buy or rent)
stolen VPN connection

contact to “turned around” insider




HACKING METHODS AND TECHNIQUES

At the moment one




INSIDER ATTACKS EXAMPLES
European Headlines 2008

- lost top secret document about Al Quaida (public train)

- stolen data of thousand prisoners and prison guards

- personal information of 70Mio people unencrypted on DVD’s lost
- bank employee gambled with 5.4Bio US$

- 88% of admins would steal sensitive corporate informations

- Industry espionage by insiders increased dramatically

- biggest criminal network (RBN) still operating

- Tousends of stolen hardware equipement @ US Army

- US Army lost 50.000 personal data of former soliers

- Chinas ,,Red Dragon“ organization cracked german gov network
- Lichtenstein Affaire — Insider vs. Secret Service




THE INSIDER THREAT

Outsourcing and off-shoring trend becomes now a
governmental problem (judgement decission)

Large percentage of threats go undetected
- huge internal know how
- powerful privileges
- track cleaning
- ,Clearance” problem

- foreign contact persons / turnovers

Easier exchange of sensitive data

(hacker's ebay, RBN, paralell internet, dead postboxes...)



OFFICIAL STATISTICS
EXTERNAL/INTERNAL THREAT
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CONCLUSION

Security is a ,, “, if you s;top running
you‘ll lose
Security a product; it‘s an

ongoing living process

@

Detectlon - Response

Security = an intelligent combination of

more areas -> ,,Big picture*

on your data, not only on the technic




Oracle Security Solutions

Problem

- External Attackers
= Intemal Threats
= Image Damage

Internal Security Regulations

© Oracle Differentiator | no competition

Oracle Solution

= Separation of duties
Insider threat protection
Strong access authentication
Strong encryption (DB/OS/Net)

Fine grained real time external
auditing

Data consolidation control

High availability + Security
combination

Oracle Security Product

- Advanced Security Options (ASO) O
= Network encryption
= Transparent data encryption
= Strong authentication
Database Vault ©
Audit Vault
Secure Backup
= Virtual Pnvat Database (VPD)
= Oracle Label Security (OLS)
= Data Masking

= Total Recall




Oracle Security Components




DB ENVIRONMENT




Security Data in Rest/Access Control
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WHAT IS ASO?

N
ASO = Advanced Security Option

an Oracle Database option

a package of 3 security features:
- TDE (Transparent Data Encryption)
- Network Encryption
- Strong Authentication against DB

available for all 10g / 11g databases



What Security Problems does ASO
solve?

& Insider Threats

- Strong encryption (network/DB/file level)
- Strong authentication

® Regulatory compliances (external / internal)

& Separation of duty
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ASO BENEFITS

Easy installation (database component)
Easy to use

NO NEED TO CHANGE THE DB STRUCTURE
OR APPLICATION

Bundel of important security components



TDE - Transparent Data Encryption

Name °* |Job ID | Salary

ID | AMEX Nr. Expenses King CEO |01 |850.000
01 |83929843700 50.320 Blake CFO |02 |700.000
02 |54220494833 29.872 Custodes | CSO |03 | 550.000
03 00428274712 33.432 McLord ClIO |04 |570.000

Smith DBA |05 | 50.000

FY | Q1 Q2 |Q3 Q4

04 |[1.3M |1.8M |49M |10.1M
05 |22M |3.5M |6.5M | 14.4M
06 |3.0M |3.9M |6.7M |16.5M
07 |3.8M |5.5M | 12.2M | 20.4M




TDE - Transparent Data Encryption

T

Name |Job |ID
Expenses King CEO |01
20.320 Blake CFO |02
29.872 Custodes | CSO |03
33.432 McLord CIO |04
Smith DBA |05

FY | Q1 Q2 |Q3
04 [1.3M |1.8M |4.9M
05 [2.2M |3.5M |6.5M
06 |[3.0M |3.9M |6.7M
07 |3.8M |5.5M |12.2M




TDE - Transparent Data Encryption

m*ﬂd ‘

* Integrated into DB-Kernel

» Alter table encrypt column ...

« Transparent for all applications

* No need for database triggers or views

« Performance

« Works with existing index

« Data are also encrypted on file level (OS)
- 3DES, AES (128, 192, and 256 bit)

« Uses Oracle wallet technology



SECURING DATA IN MOTION

(Network encryption / ASQ)
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. sqlnet.crypto_seed=, salkdjfaciwjoiejlksjflksajuoiwjlks"
. sglnet.encryption_client = required

. sqlnet.encryption_types_client = (RC4_40)

. sglnet.crypto_checksum_client = requested

. sqlnet.crypto_checksum_types_client = (MD35)

NETWORK ENCRYPTION

iz

_ ¢ P& neOOKO0 ey X &S0 -

sqlnet.ora (Client) sqlnet.ora (Server)

. sglnet.crypto_seed=, salkdjfaciwjoiejlksjflksajuociwjlks"
. sglnet.encryption_server = required
. sglnet.encryption_types_server = (RC4_40)

. sglnet.crypto_checksum_servert = requested

L - o R

. sglnet.crypto_checksum_types_client = (MDS5)

MNote: RC4 40, RC4_56, RC4 128, DES, DES_40, Accepted. Rejected, Requested, Required



SECURING BACKUP

(Network encryption / ASQ)




SECURING BACKUP
Examples

Works with RMAN

Encrypts data before it leaves the database
Encrypts data on backup media

Fastest Oracle Database backups to tape

Singel point of control with Oracle Enterprise Manager



DATAMASKING

(Network encryption / ASO)

=

- _ﬁ Database Vault

e

I Protected by




WHAT IS DATAMASKING?

Key Drivers

»  Application Development & QA

Offshore / in-house

- Data Sharing

Claims processing

Marketing analysis of customer data

* Regulations

PCI

Sarbanes-Oxley

HIPAA
Graham-Leach-Bliley

EU Data Protection Directive

AGUILAR 203-33-3234 40,000
BENSON 323-22-2943 60,000
D'SOUZA 989-22-2403 80,000
FIORANO 093-44-3823 45,000
T I % A
LNSEEFESL 111—23-1111 40,000
BEJHHEIEDE 111-34-1345 60,000
FDDEHLHESL 111-97-274% 80,000
FPENZXIEE 111-45-384%9 45,000




PREVENT MODIFICATIONS BY
UNAUTHORIZED USERS

(Network encryption / ASO)
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WHAT IS DATA VAULT?

Database component ( installable within 20min)

One of our ,strongest security weapon® (no competition)

An easy configureable (GUI/sqlplus) ,tool box®
- to reach a high level of security
- fulfill internal / external compliances

- implemented auditing/reporting function

available for all 9i1/10g /11g databases



DATA VAULT HELP TO SOLVE:

* Internal threats require enforcement of operational
security policies - who, what, when and where can data
be accessed?

+ Database consolidation can result in Multiple All
Powerful (DBA) users in the database

* Regulations Strong Internal Controls and Separation
of Duty (such as Sarbanes-Oxley and Basel |l etc)



DATA VAULT Vs
VPD and OLS

R
* Virtual Private Database (VPD):

* Restricts access to certain rows for user by
modifying the WHERE clause

* Oracle Label Security (OLS):

* Mediates access to a given row, based on the
label on the row and the security level of the
user

VPD and OLS restrict access at the
row level, while Database Vault
restricts access at the object
and command levels.




DATABASE VAULT Realms and Rule

s
« Database DBA views HR
data @ .
Compliance and select * from HR.emp

protection from insiders |2°2

k
+ HR DBA views Fin. data HR DBA
Eliminates security
risks from server
consolidation (
FIN DBA

Realms can be easily applied to existing applications
with minimal performance impact



DATA VAULT REPORTS

CRACLE Data Vault by Helix  Loczut

Logged in as DWOWMER
Database Instance: orcl

Adminiziration | Data Vault Reports l Ceneral Security Bepords Monitor

Llze this screen to run repors shout potential Data Wault configuration issues and Data Yadlt audit evants.

| Fun Report )

Ezpand &ll | Collapse Al

crReports
Soloect Focus Report Title |
|'W Reports
ft % Data Vauli Configuration |ssues Repaorts

Command Rule Configuration lssuss

Factar Configuration lzsues

Factors YWithout [dentities

ldentity Confiquration lssues

Realm Audthorzation Corfiguration lssuss

Hule Set Configuration lssues

Secure Application Configuration lssues
< | ¥ Data Waull Auditing

Fealm Audit

Command Hule Audit

Factor Audil

e|C|00|00000B



DATA VAULT EXAMPLES

I
i Realms

Factors

Auditing &

Reports l-ﬁ
Secure E

Application
Roles

— 3 Identities

A :
» mi
. © ﬂ Rule Sets
Command

Rules



HIGHLY SECURED ENVIROMENTS
AUDIT VALT

(Network encryption / ASQ)

- N Protected by
/ Database Vault
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AUDIT VAULT EXAMPLES

Specialized Warehouse for Audit Data

Enterprise Audit
Sources
Customer Reports
Oracle
Database
9i R2 Partner Reports

™ Party

Audit
ources

Warehouse

Oracle
Database
10g R2

Oracle Reports

Enterprise Database
Audit Settings

Pre-defined Roles
For Separation of Duty

Oracle

Protected Schema
Security Feature

Oracle D ining
Database ﬂ%

10g R1

Partitioning




AUDIT VAULT REPORTS
Who, What, When, Where

User

0S User
End User
Terminal

Host
Host
Subr
Dom

HranaauLidn

SQL Bind
SAL Text

Undo SQL text
SCM 668999

by

VSHAH
oracle

ORCLDB

'nel-iupd-i.uracle.\.'m HR ORACI E VM

update oe orders set order_total=order_total*1.5
where order_id=2458

|Coiumn |Dld Value |Hew value
ORDER_TOTAL 26419365 396290 458
Collection Time 2007-09-12 10:34:51
Object OE.ORDERS
Owner OE



AUDIT VAULT DASHBOARD

DRAaC e Emerprice Manager 104 Halp Logou “f
AuLcdil WVault

Judil Heporis Managemeni |
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Overview
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AUDIT VAULT SUMMARY

Collect and Consolidate

by
Audit Data @ q
Simplify Compliance _t Monitor Policies _
Reporting 7. !g I(l d
Detect and Prevent Reports ™~ Security
Insider Threats i

Lower IT Costs With / - .\ %
E

Audit Policies

Scale and Security Ora{!é 9i H H IBM DB2,
109 1 19 Microsoft SQL




EEEEVYS PROGRAM =+

The Oracle ACE Program is designed to recognize and reward members of the
Oracle Technology and Applications communities for their contributions to those
communities. These individuals are technically proficient (when applicable) and
willingly share their knowledge and experiences.

The program comprises two levels: Oracle ACE and Oracle ACE Director.

The former designation is Oracle's way of saying "thank you" to community
contributors for their efforts; we (and the community) appreciate their
enthusiasm. The latter designation is for community enthusiasts who not only
share their knowledge (usually in extraordinary ways), but also want to increase
their community advocacy and work more proactively with Oracle to find
opportunities for the same. In this sense, Oracle ACE is "backward looking" and
Oracle ACE Director is "forward looking."



EEEEVYS PROGRAM =+

ORACLE

Find Oracle ACEs

Search |in|:lia

Hame

# Harzhad Oak

#  Murali Vallath

#  Padma Ramesh

®  Parameswar Das

®  Srinivaz Rao Polzani

A “Yeddu Prasad

Spread Sheet | PDF

pispiay [15 =] (=9 3 ?"!‘CE

ACE Directar

Expertise

Company Location
Rightrix Solutionz. India
Summersky Enterprizes India
Tata Consultancy Services India

Tata Consultancy Services Ltd (TCS India
Zenzar Technologies India

Wipro Technologies India

Java Toolz & Frameworks

Databaze Management & Performance

Middleware & S0OA

Middleware & S04

Middleware & S04

Middleware & S0OA

Home Page
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ACE

PROGRAM «-

{Z The Oracle ACE Program - Windows Internet Explorer

@_A L 4 IE hkpe e, oracle. com/technology communityfioracle_ace findex . html j B {4 1| % L) Live search solhs
J File Edit Wiew Favorites Tools  Help
x Go gle | oracle tom kytes ;I MW search -k @ - * Bookmarks ~ a:? Check - E‘ Translate = ‘f_i AutaFil = é @ oracle @ tam @ kytes Q% = SignIn ~

:‘Sl s | ;’é Ask Torm Home

.. Favarites J L -.l Google Image Result for htt... E Oracle ACE Director Materials # | ShowDoc @ | Advanced Search (2) @ | Advanced Search @) Applications Manager - KSCC 8 | Suogested Sies » @ | Free Hotmal @ Weh Sice Gallery =

»

fpor B - o o- Page+ Safety - Took - - 22

I [®]The cracle ACE Program X | [=] oracle ACE Program - FaG | I

ORACLE’
TECHNOLOGY NETWORK

PRODUCTS

Database

Widdleware

Developer Tools
Enterprize Management
Applications Technology
Products A-Z

TECHNOLOGIES

Bl & Data Warehousing
Embedded

Java

Linux

NET

PHP

Security

Technologies A-Z

ARCHITECTURE

Enterprize Architecture
Enterprise 2.0

Grid

Service-Oriented Architecture
Virtualization

COMMUNITY
Join OTH

Oracle ACEs
Oracle Mix
Cracle Wiki
Blogs

Podcasts

Events
Newsletters
Oracle Magazine

-
{Sign In/Register for Account | Subsaribey | OTaCie Websites | 15
% secure search Technology Network LI I&|
GETTING STARTED ~ DOWNLOADS  DOCUMENTATION  FORUMS  ARTICLES  SAMPLE CODE  TUTORIALS
Printer View E-mail this page Bookmark
Oracle ACE Bloggers
* Bradley Brown s
" Andrew Clarke @
* Lewis Cunningham ‘s
" Erancois Dearelle @
(Sl THE ORACLE ACE PROGRAM - Lonneke Dikmans @
]
Oracle ACEs and Oracle ACE Directors are known for their strong credentials as Oracle community enthusiasts and advocates, with candidates nominated by anyone in the =
Oracle Technology and Applications communities. The baseline requirements are the same for both designations; however, Oracle ACE Directors work more closely and * Bex Huff @
formally with Oracle in terms of their community activity. Rez = for more details! A
*Jason Jones
Look for the @ (signifies ACE) and B (signifies ACE Director) on Oracle Web sites and discussion forums; it signifies "ACE-dom” for the designated name. " Steve Karam ﬁ
* Atul Kumar Q —
I - Eric Marcoux #
*Harshad Oak ®
- Mark Rittman ®
Recent Technical Articles by Oracle ACEs " Husnu Sensoy #
[ Oracle Enterprise Manaager Architecture for Very L arge Sites (Porus Havewala) 1 Return to Farmsville (Chris Muir) More

[ Twitter Meets Oracle: ORA Tweet (Lewis Cunningham)
O Creating and Using Custom JCA Adapters (Ronald van Luttikhuizen)

O Guide to Advanced Linux Command Mastery: Resource Management (Arup Nanda)
O Oracle ADF Development Essentials (John Stegeman)
+ Read More Technical Articles

[ Inteqrating Hyperion Essbase with Oracle Business Intelligence (Mark Rittman)
Build a Gooale Talk Client Using Oracle ADF Faces Rich Client and the Active
Data Semice (Lucas Jellema)

O Introduction to Grails Development (Harshad Oak)

O lmplementing Row-Level Security in Java Applications (Lonneke Dikmans)

Top Forum Posters
" Justin Cave @
* Mick Gasparotto Q
" Andrew Clarke @

S armal Winharn G
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le ACE Nominations - Windows Internet Explorer

@A - IE htkpf feava, oracle, comytechnologycommunity foracle_acenominations indz:. html

Live Search

| File Edit View Favorites

Tools  Help

Go S[E | oracle tom kytes
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Search + ¢
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5 '.l Google Image Result for htt... E] Oracle ACE Director Materials & | ShowDoc € Advanced Search (2) & | Advanced Search Applications Manager - KSCC @ | Suggested Sikes » & Free Hotmall @ | Web Slice Gallery =
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ORACLE! % (Sian In/Reqister for Account | Subsribey | Oracie Websites ¥ [~ |
EECHHOLOAY METWORK secure search Technology Network LI &
hortcut
PRODUCTS GETTING STARTED DOVVNLOADS DOCUMENTATION FORUMS ARTICLES SAMPLE CODE TUTORIALS
Database
Widdleware Printer View E-mail this page Bookmark
Developer Tools age - - .
Em‘mrﬁqel_‘anﬂg;mem THE ORACLE ACE PROGRAM - Qualifications and Nominations
Applications Technology CE
Productz A-Z The is designed to recognize and reward Oracle customers for advocating Oracle Technology and Applications. Oracle ACE recipients are chosen based on their

TECHNOLOGIES

Bl & Data Warehousing
Embedded

Java

Linux

NET

PHP

Security

Technologies A-Z

ARCHITECTURE

Enterprize Architecture
Enterprize 2.0

Grid

Service-Oriented Architecture
Virtualization

COMMUNITY
Join OTN
Oracle ACEs
Oracle Mix
Oracle Wiki
Blogs
Podcasts
Events
Newsletters
Oracle Magazine
Oracle Books
Certification
User Groups

significant contributions to, and activity in, their reépedive community. The program currently has two levels: Oracle ACE and Oracle ACE Director.

For more information, read the

Oracle ACE Qualifications @

To qualify for the Oracle ACE award, candidates should meet as many of the following qualifications as possible.

Technical proficiency

Qracle-related blog

Oracle discussion forum activity

Fublished white paper({s) andfor article(s)

Fresentation experience

Beta program participant [
QOracle user group member

Oracle certification

Benefits of the program include:

m Promotion of Oracle ACEs as "official” experts on Oracle Web sites/at events
m Fublication of articles and papers on OTN (with compensation)
= Speaking opportunities at Oracle and/or 3rd party events

Oracle ACE Nomination Process

Anyone inthe Oracle community is eligible to nominate a potential Oracle ACE award; only non-employees may receive them. As nominations are received the nomination committee will review them within a 2-week
period. Award recipients will be selected based on their qualifications. Oracle reserves the rightto final judgment on all nominations.

© Download Oracle ACE Nomination Form
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